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Motivation

No control over data

No control over storage

Volatile datastorage

Lack of Anonymity
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Idea

Self-hosted

Strong Encryption

a chat system - how hard can it be?

Open-Source
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Mission

opensource, closed-group, secure chatsystem
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Setup

Client on Thinkpad (Tobias)

Client on MacBook (Ueli)

Client on MacBookPro (Felix)

Server on Novena
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Demo
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C++

C++14

Generic lambdas

Standard UDLs

New lambda captures

Clang 3.6.1

libc++
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Python

Python 3.4

’asyncio’ module

Enhanced consistency
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Libraries/Toolkits/Frameworks

Protobuf

OpenSSL

Asio

asyncio

npyscreen
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Development environment

Linux (Debian/Ubuntu/Arch)

OSX

VIM 7.4
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Usecases
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Connection-Security

Connection-Encryption (TLS)

Certificate Validation

Privacy
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Message-Security

End-to-End Encryption

Asymmetric Based

PRF: Symmetric Session Encryption

HMAC
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Abusecases
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Protocol (UTF15)

Based on Google Protobuf

Platform independent

C++, Java, Python, Ruby, ...

Extensible

Custom header

Client: 7 Message types

Server: 5 Message types
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pyg8-Packages
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pyg8-Package UI
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frontg8d-Packages
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frontg8d-Overview
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frontg8d-Storage



Agenda Motivation Mission Demo Technologies Architecture Effort Quality Conclusion

Effort

1471 Lines of Code in C++

1338 Lines of Code in Python

14 Classes in C++

22 Classes in Python

45 Tests in Server

44 Tests in Client

433 hours of work
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Distribution of Working Hours
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Commits Server
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Commits Client
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Commits fmorgner
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Commits tstauber
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Commits ubosshar
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Quality Control

Jenkins

Gerrit

Static analysis

Dynamic analysis

Unit testing



Agenda Motivation Mission Demo Technologies Architecture Effort Quality Conclusion

Jenkins
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Gerrit



Agenda Motivation Mission Demo Technologies Architecture Effort Quality Conclusion

Gerrit
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Gerrit

4-eyes principle

Has to compile

Unit tests have to run
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Static/Dynamic analysis

clang-analyze

clang address sanitizer

clang memory sanitizer
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Unit testing

Python ’unittest’

Python ’unittest-xml-reporting’

C++ ’CUTE’
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Lessons learned

A chat system - how hard can it be?

Security is hard

Anonymity is a nightmare

Team communication

Reviews help

A lot
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Q&A
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